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METHODROLOGICAL FRAMEWORK FOR
CYBER THREATS IDENTIFICATION"

(J WE ASSUME THAT SMART HOMES ARE CYBER-PHYSICAL SYSTEMS
ENCOMPASSING BOTH TECHNOLOGIES AND HUMAN FACTORS,

(J THE MAIN IDEA IS TO CREATE A PLAUSIBLE SCENARIO SET USING AT FIRST
MORPHOLOGICAL ANALYSIS FOR PROBLEM SPACE DEFINITION AND LATER
ON, A SYSTEM ONE, CONCERNING A MORE DETAILED OBSERVATION.
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SMART DEVICES Q-BASED SURVEY EXAMPLE

2%

M Smartphone
M Tablet

i Laptop
MSmart TV

2% M Robot companions

i Home automation systems
M Gamming Consoles

i Other | ‘
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More than one answer is allowed.
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2. Activity for using smart devices:

M Entertainment
M Household support
u Everyday work

M Communications

More than one answer is allowed.

5. Type of information exchange via
smart devices:

M Documents

M Multimedia

i Text messages
M Other

More than one answer is allowed.
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2% 6. Positives of smart devices with
Internet:

M Communication facilitation
M Time saving

i New contacts

M Extended access to usefull

information
i Other

More than one answer is allowed.

7. Negatives of smart devices with
Internet:

M Alienation

M Physical disconfort
i Overweight

M Cyber crimes

M Stress

i Other
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More than one answer is allowed.
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4. Most used social network via
smart devices:

M Facebook

M Twitter

M Google+

M Linkedin

M Youtube

h

i Other . pn

=

More than one answer is allowed.
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IMPLEMENTATION WITH SCENARIO EXAMPLES

MAXIMUM SCENARIO COMBINATIONS: 5X3x4x3x3x3 = 1620 é =
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L scip-ma RESULTING SCENARIQS

Morphological Analysi e —
Devices Activities Communication Medium [Environment Characteristics (Human Factor Characteristics
tobile Smart Devices Entertainment Cable Metwaorks Fhysical Bioelecrics

Home Entertainment Systems Communication Wireless Netwarks Structural Spacial

Home Automation Systems  BEvenyday Work Social Netwarks Functional Sensual

Household Support

Selected Scenarios Set
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1 5 170 Scenariol = Active scenarios +
2 b 125 Scenario?
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5 ) 195 Scenariod

B 5 195 Scenarioh

7 5 140 Scenarioh
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ONGOING & FUTURE !

VORK
(J AGENT BASED SYSTEM MODELING IS BEING CARRIED OUT

RELATED TO GENERAL & DIFFERENT SCENARIO CONTEXT;

(d WIRELESS ENVIRONMENTAL SENSOR SYSTEMS ARE BEING
DEVELOPED AND WILL BE DEPLOYED FOR EXPERIMENTAL WORK*,'

(J ON-HAND  EXPERIMENTS CONCERNING  VALIDATION IN
AUGMENTED & VIRTUAL REALITIES .
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GENERAL SYSTEM ANALYSIS
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RESULTING CLASSIFICATION
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1 Comrmunication Mediurm:80,20,60
i Hurman Factor 70,655
3 Actvities:30,65,-35
| 4 Ervironment:30.25.5

5 Devices:20.56.-35
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